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Rationale

The Internet of Things (IoT) has emerged as a transformative technology driving innovation
across industries by connecting devices, enabling seamless communication, and fostering
intelligent decision-making. This course introduces students to the foundational principles of
IoT, including its architecture, protocols, hardware, and applications. It equips learners with
the knowledge to design and analyze IoT systems while addressing critical aspects of data
analytics and security. By the end of the course, students will be prepared to implement IoT

solutions and contribute to the evolving IoT landscape.

Course Outlines

Contents

No. of
Lectures

Unit I
Introduction to IoT: Definition & Characteristics of IoT, Physical Design of

IoT, Logical Design of loT, IoT Enabling Technologies (WSN, Cloud
Computing, Big Data Analytics, Communication Protocols, Embedded

Systems), [oT challenges, Opportunities in [oT, Future Trends in IoT

Unit 11
IoT Architectures, Protocols, and Standards: Layered IoT architecture

(Perception, Network, Application), Communication Models (Request-
Response, Publish-Subscribe), Data Protocols (MQTT, AMQP, CoAP, REST
HTTP, XMPP), Communication Protocols (Wi-FI, ZigBee, LoRA), [oT Levels
and Deployment Templates

Unit I
IoT Hardware, Platforms, and Computing Paradigms: Overview of IoT
hardware (sensors, actuators, microcontrollers, gateways), Popular IoT
platforms (Raspberry Pi, Arduino, ESP32), IoT hardware programming, loT-
specific operating systems, Computing Paradigms (Edge computing, Fog
computing, Cloud computing, Comparative analysis of computing paradigms

in IoT).




Unit IV
IoT Applications, Design Methodology and Case Study: IoT Applications

(Smart cities, Smart homes, Industrial IoT, Healthcare IoT, Agricultural IoT,
Wearables, [oT in transportation, IoT-enabled supply chain), IoT Design
Methodology (Various specification criteria), Case studies of [oT methodology

implementation in real-world scenarios.

Unit V
IoT Data Analytics and Security: Data acquisition and processing in IoT, IoT-

specific data storage (NoSQL, Time-series databases), Data visualization
techniques, Data analytics for lIoT, IoT security challenges, Best practices for
secure IoT deployment.

Al for ToT Security: Centralized Learning, Decentralized Learning (Federated

Learning)

Course Outcomes
Upon successful completion of this course, students will be able to:

Understand the definition, characteristics, and enabling technologies of IoT.

Analyze IoT architectures, protocols, and standards for effective communication and
data management.

Design IoT systems using appropriate hardware, platforms, and computing paradigms.
Evaluate [oT applications, design methodologies, and case studies in diverse domains.
Address challenges related to [oT data analytics and implement security measures for
safe deployment.

List of Lab Experiments

1.

Understand the programming environment of Arduino UNO and write a basic program
to blink an LED.

2. Interface a DHT sensor with Arduino UNO to read temperature and humidity values
and display them on the serial monitor.

3. Interface an ultrasonic sensor with Arduino UNO to measure the distance from an
obstacle and display it on the serial monitor.

4. Familiarize with ESP8266/ESP32 and establish communication between it and Arduino
UNO using serial communication.

5. Configure ESP8266/ESP32 to connect to a Wi-Fi hotspot and display its connection
status on the serial monitor.

6. Configure ESP8266/ESP32 as a web server and control an LED connected to it via a

web interface.



10.

11.
12.

13.

14.

15.

Interface DHT and ultrasonic sensors with ESP8266/ESP32 to display sensor data in
real-time on a web interface.

Configure ESP8266/ESP32 to transmit DHT sensor readings to the ThingSpeak cloud
for real-time monitoring.

To understand the working and programming of a 7-segment display and demonstrate
its capability to display numeric values by interfacing it with Arduino UNO.

Set up Raspberry Pi with Raspbian OS and perform a basic GPIO operation by blinking
an LED.

Interface a sensor with Raspberry Pi and log its data into a CSV file for analysis.

Use the Raspberry Pi camera module to capture images or stream live video and display
it on a web interface in real time.

Perform edge computing by calculating average temperature and humidity locally on
Raspberry Pi before sending data to the cloud.

Design a mobile or desktop application to control Raspberry Pi or ESP8266/ESP32
modules.

Design an IoT based air pollution control system which monitors the air pollution.
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